Social media and
your child




Why are our Children using
Technology?

* Peer pressure —all their friends have access, not wanting to miss
out

e Keeping in touch with what’s happening — gossip, meeting up,
events

* See how many |ikes/followers you can get — status/self-esteem

* Gives you a platform to air your views and opinions on things
you care about

* Fun to play games — make new friends, people who are like you



Why are our Children using
Technology?

* Blogs - entertaining — can become famous/rich

* Easy way to communicate with others especially if this is hard
in real life — rural Cumbria!

 Stops you ever being bored - always something to look at /
escape into

* Allows you to portray you rself in a way that is important to you



How many of these Apps do you know?
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1. Fortnite: Battle Royale 12+
2. Minecraft 7+
3. YouTube Kids 0-12+
4. Facebook Messenger 13+
5. TikTok 13+
6. Pinterest 13+
7. Roblox 7+ 
8. Twitch 13+
9. Zoom 16+
10. Instagram 13+
11. Snapchat 13+
12. Kik 13+

https://www.internetmatters.org/resources/what-age-can-my-child-start-social-networking/
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ational Crime Agency

howeare v Whatwed v News v Careers v MostWanted Contactus v

ome > Whatwedo > What we investigate > Kidnap and extortion > Sextortion (webcam blackmail)

inancially Motivated Sexual Extortion (Se>

re you Under 18, or seeking advice on behalf of
omeone who is? Please refer to our CEOP Website for
elevant advice.

hat is Sextortion?

Web Blackmail /

Sextortion

a sexual act in front of a webcam followed
by threats unless payment is made
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https://www.nationalcrimeagency.gov.uk/news/nca-issues-urgent-warning-about-sextortion
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Social Media Use
Articles and Reports
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60% have their own mobile phone
To go online: 69% use a mobile phone,
64% use a tablet and 5% use a laptop

96% use video sharing platforms
58% use live streaming apps/sites
79% use messaging sites/apps

63% use social media and
72% have their own social media profile

56% play games online

80% watch TV or films an any type of device
other than a TV set (85% on a TV set)

&1% watch live TV vs 78% who watch SYoD?

.

29% have seen something worrying or nasty online

65% were able to correctly spot a fake profile

Children and

Parents: Media
"'~a and Attitudag

e able to correctly identify sponsored search results

= F 76% were able to correctly identify
sponsored content posted by an influencer

66% have their own mobile phone

To go online: 73% use a mobile phone,
% yse a tablet and 45% use a laptop

Social Media Use Articles and Reports

~widag sharing platforms
~ing apps/sites
~“rps/apps

=

Media use among 3-17 year olds in 2022, by natic

66% have their own maobile phone
To go online: 73% use a mobile phone,
66% use a tablet and 37% use a laptop

96% use video sharing platforms
56% use live streaming apps/sites
82% use messaging sites/apps

65% use social media and
76% have their own social media profil

60% play games online

82% watch TV or films on any type of ¢
other than a TV set (85% ona TV set)

38% watch live TV vs 84% who watch ¢

32% have seen something worrying or

72% were able to correctly spot a fake
41% were able to correctly identify spe

B4% were able to correctly identify =
sponsored content posted by an influe

62% have their own mobile phone

To go online: 71% use a mobile phone,
68% use a tablet and 37% use a laptop

97% use video sharing platforms
65% use live streaming apps/sites
80% use messaging sites/apps

69% use social media and
“S% have their own social media profi

“ay games online



Social Media Use
Articles and

Reports

d Caregivers Can Do

pmitigating the potential harms of social media should not be placed

alders of parents and caregivers, but there are steps they can
t and support children and adolescents against the risk of harm.

ia plan.®7 Agreed-upon
o establish healthy
bt home -including social
Hia plan can promote open
s about media use and
uCT R [ancing screenfonline
daries, and not disclosing
pr information on creating
lia plan, visit www.healthychildren.
sePlan.

ech-free zones and encourage children to
-pgson friendships.?® Since electronics

otential distraction after bedtime and
e with sleep, consider restricting
bhones, tablets, and computers for
our before bedtime and through the
ider keeping family mealtimes and

n gatherings device-free to build social

and engage in a two-way conversation.

o yvour child develop social skills and nurture
er in-person relationships by encouraging

ed and offline connections with others

2 unplugged interactions a daily priority.

erican Academy of Pediatrics (AAP)
media use.

ble social media behavior.

g learn behaviors and habits
Se@around them, try to model
want to see.”* Parents can

of what responsible and
se |ooks like by limiting

* Teach kids about technology and ¢
them to be responsible online part
the appropriate age."™ Discuss wit
benefits and risks of social media ¢
importance of respecting privacy a
personal information in age-appro
conversations with children about
connecting with, their privacy setti
experiences, and how they are spe
online. Empower and encourage th
should they need it. Learn more abs
and risks of social media use and g
from experts at AAP's Center of Ex
Social Media and Youth Mental He;
the American Psychological Assoc
Advisory on Social Media Use in Ac

Report cyberbullying and online a
exploitation. Talk to your child abo
options, and provide support, withao
if he or she tells or shows you that
being harassed through email, text
online games, or social media or (b
contacted by an adult seeking priv:
asking them to perform intimate o
You or your child can report cyberb
school and/or the online platform,
enforcement.”™ Visit CyberTipline,
contact yvour local law enforcemen
instances of online exploitation.

Work with other parents to help es
norms and practices and to suppo



Work as a TEAM

e Talk — Have a positive conversation about their online world, discuss
the apps, social networks, games and websites they use

* Explore — Make sure you know the apps, games, and websites.

* Agree — Agree a common ground, set rules and boundaries together.
Say why you are doing this. Be a good role model!

* Manage — Make use of privacy settings, filters, passwords, safe
search. Use Internet Matters for setting controls and privacy settings



* Footprint
o Anything you post has the potential to
be shared far more widely than you
intended. And once something has

Th i ngs been shared online, it’s difficult — if not

impossible — to delete it. Think before

your child  Roflo

* Fake Reflection

h Id O People’s online presence isn’t always a
S OU true reflection of their lives offline.

What might seem perfect rarely is
knOW « Okay to Not Respond

O It's okay to take a break. You don’t have
to be part of every conversation or
respond to every message or post



* Who are They?

O Beware of connecting with people on
forums or group chats that you don’t
know in ‘real life’. They may not be who
they claim to be. Avoid sharing personal
details online, especially with anyone

Th i ngS you don’t know

. * Trolls
yo u r Ch l Id O Also be aware of ‘trolls’ — people who
intentionally set out to upset people, or
post something controversial. Don’t engage
S h O u Id with anyone posting offensive content, and

if possible, report it on the site or app
you’re using

know * Speak Up

O If someone is sending you nasty messages
or posting upsetting things about you, it’s
important to speak up and tell a trusted
adult. You can also block people, or limit
what others can see using privacy settings



Controls, Settings & Considerations

* Chatting

* Cyberbullying

* |nappropriate content
* Privacy

* Location sharing

* Social networking

* Privacy and identity theft

https://www.internetmatters.org/parental-controls/social-media/
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Helpful resources

* Social Media
O Social media platforms themselves offer guidance for parents. These
include the ,
, and
* Young Minds
O is a young people’s mental health charity that features a
downloadable parent's guide to social media on its website
* Internet Matters

O is a non-profit organisation that has lots of tips and
guidance for parents on its social media advice hub
o CEOP
O a helping to keep children and young people

safe from sexual abuse and grooming online
O Online Safety

©)
©)


https://www.facebook.com/safety/parents
https://snap.com/en-GB/safety/safety-education
https://snap.com/en-GB/safety/safety-education
https://help.instagram.com/154475974694511/?helpref=hc_fnav&bc%5b0%5d=Instagram%20Help&bc%5b1%5d=Privacy%20and%20Safety%20Center
https://www.youngminds.org.uk/
https://www.youngminds.org.uk/
https://www.internetmatters.org/resources/social-media-advice-hub/
https://www.internetmatters.org/resources/social-media-advice-hub/
https://www.ceop.police.uk/Safety-Centre/
https://www.getsafeonline.org/
https://www.getsafeonline.org/
https://www.ncsc.gov.uk/cyberaware/home
https://www.ncsc.gov.uk/cyberaware/home

Any
Questions?




Extra Content




Snapchat

* Popular social media messaging app

* Send and receive pictures and videos
(called a Snap) to users

e |tis available for both Android and iOS
users and is free

* Features now include short videos, -~
games, video chat, messaging, a place to b o chigrn @ 4 ContctTiacker A @ bome 913601t [ htpss/chidinva @l ConversatonTagecl @ Decilng what o
store photos

* Each Snap shared with your followers is
temporary and is available for 24 hours ’ sanding
unless you delete it or set a different limit

* Can add different filters, lenses, emojis

x | [ Calendar - Charlotte Wrigley - O X Apps

Q Search

and text to your Snap | ([
_ EENGUIN
* Can create a group chat to talk with IIIHI!IHE

friends or message individual friends

Snapchat Club Penguin Online

A Wl o



Snapchat

* Manage notifications

* Choose who can contact you

* Manage chat settings

* Choose who can see your story
* Location sharing

* How to report, block or remove someone
* How to report content

* Set up 2FA

* Using Family Centre

https://www.internetmatters.org/parental-controls/social-media/snapchat/
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TikTok

* Popular social
networking app that
allows users to create,
musical clips and short
clips up to 60 seconds
and add special affects ;75
to them s - g - Sordbihi: - s -

* Used as Search engine T oy

and for News!

HOW TO UPLOAD yp
+ MULTIPLE PHOTOS O.. -+ #virul

(@simplealpa-:a 2 1937 (@) instapicss.x

https://www.internetmatters.org/parental-controls/social-media/tiktok-privacy-and-safety-settings/
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TikTok

* Family Pairing on TikTok
* Manage screen time

* Restricted mode -
* Make an account private

* Manage video comments

* Filter comments

* Choose who can send direct messages
* Manage Duet and Stitch

* Report content or users

* How to delete videos TikTok

https://www.internetmatters.org/parental-controls/social-media/tiktok-privacy-and-safety-settings/
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WhatsApp

* Free-of-charge, real-
time messaging

* Text, photo & video
sharing, one to one and
group chats

* Disappearing messages
* End to end encrypted
* Live location sharing

* 16+ age rating
» 32% of 8—11yr olds
 80% of 12 — 15yr olds

https://www.internetmatters.org/parental-controls/social-media/whatsapp/
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WhatsApp

* Manage your privacy

* How to block and report contacts
* Change group privacy settings

* Disable automatic downloads

* Enable screen or fingerprint lock
* Disable live location
* What is WhatsApp Web?

https://www.internetmatters.org/parental-controls/social-media/whatsapp/
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